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1 Introduction

nRF Connect for Mobile is a powerful generic tool provided by Nordic Semiconductor ASA, it allows to scan and explore
Bluetooth Low Energy (BLE) devices and communicate with them.

It’s available on both the Play Store and the App Store

Play Store
https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
App Store
https://apps.apple.com/fr/app/nrf-connect-for-mobile/id1054362403
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Figure 1: nRFConnect Icon

This document will guide you on using nRF Connect to establish a connection with the Munic dongle and write the authentication
token


https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://apps.apple.com/fr/app/nrf-connect-for-mobile/id1054362403

2 Authentication using nRF Connect

2.1 Find the Dongle

First start scan process (the Location feature should be on).

The dongle default name is MUNIC_<Serial Number><The last IMEI 2 digits>

Devices STOP SCANNING
SCANNER BONDED ADVERTISER
No filter

P ID 013E3F CONNECT
DC:FD:02:39:3E:1A
NOT BONDED  4-46dBm ¢ 2997 ms

N/A
33:EA:1B:66:CC:F6
NOT BONDED 4

MP1_BCO9AA (iBeacon) CONNECT
7C:D9:F4:1C:ED:95
NOT BONDED A4-46 dBm © 8087 ms

MP1_53F5AA (Eddystone™) ' conNECT
7C:D9:F4:14:85:6F
NOT BONDED -60 dBm < N/A

MUNIC_1130013920902 CONNECT
94:B5:55:52:45:4A
NOT BONDED  4-39dBm ¢ 1465T%

BT_SOFL_00000A CONNECT
ED:EC:B9:F6:59:30
NOT BONDED A4-61dBm < N/A

Figure 2: nRFConnect Scan

Click ‘Connect’ to initiate the LE Connection request once the Munic dongle is discovered.



2.2 Select the Authentication Service

After a successful connection, a new tab will open, providing a comprehensive list of all available Generic Attribute Profile
(GATT) services offered by all the connected Bluetooth devices.

.

Devices DISCONNECT

BONDED  ADVERTISER  MUNIC-11..3920902 ¢

94:B5:55:52:45:4,

SERVER

Generic Attribute
UUID: 0x1801
PRIMARY SER

Device Information
UUID: 0x180A
PRIMARY SERVICE

Volume Offset Control
UUID: 0x1845
SECONDARY SERVICE

Volume Control

Unknown Service
UUID: 0x183D
PRIMARY SERVICE

Figure 3: nRFConnect Select Service

The Authentication Service UUID is 0000183D-0000-1000-8000-00805F9B34FB.
nRF Connect shows the 16-bit version of the UUID which is 0x183D.

Click on the Authentication Service to show the characteristics list.



2.3 Write the token parts

As shown in the picture below, there are two characteristics:

Characteristic UUID Mandatory Properties
Payload 8babd3ab5-b597-4ff7-ae8d-6a47b34c6d88 Write
Push 8babd3a6-b597-4ff7-ae8d-6a47b34c6d88 Write

= Devices DISCONNECT

MUNIC_11...3920902 X

HoRzED GOMERLSER 94:B5:55:52:45:4A

SERVER

Device Information
uuID:

Volume Offset Control
UUID: 0x1845

Broadcast Audio Scan Service
uu
PR

Unknown Service
uL
PR oE

Unknown Characteristic
UUID: 8ba5d3a5-b597-4ff7-ae8d-6a47b34c6d88
Pro WRITE

Unknown Characteristic
UUID: 8ba5d3a6-b597-4ff7-ae8d-6a47b34c6d88
Properties: WRITE

Figure 4: nRFConnect Write Token Part 1

Click on the write button at the right of the Payload characteristic (8ba5d3a5-b597-4ff7-ae8d-6a47b34c6d88) to send the
token parts

Write the token first part in text mode as shown below and click on the Send button.



Write value NEW  LOAD

JIMWMDASIMItZWI TEXT (. ~

Advanced

Figure 5: nRFConnect Write Token Part 1

The ATT MTU size is limited to 517, the token needs to be segmented to 512 bytes parts. See Authentication Service Specification
for more details.

Repeat the operation until all the parts are sent.

Write value NEW  LOAD

06_UScxdiUMPzxQ TEXT (..

Save as...

Advanced

Figure 6: nRFConnect Write Token last Part


docs/Authentication-Service.md

2.4 Validate the token

Click on the write button at the right of the Push characteristic (8ba5d3a6-b597-4ff7-ae8d-6a47b34c6d88) to push and
validate the token parts

FVUTRf2R983Sby

Figure 7: nRFConnect Write Push

Write the value 1 as an UINTS

Write value NEW  LOAD

1 UINT 8

Save as...

Advanced

Figure 8: nRFConnect Write Push

If the authentication succeeds, the dongle will send the driver information to the Munic cloud.



Devices DISCONNECT ¢

MUNIC_11...3920902
ORI PADYEIELEL 94:B5:55:52:45:4A X

SERVER

19-54-52-bb-32-52-39-38-33-53-62-7Y-4 /-bB-58-/ 6-40-5
0-4B-31-46-4C-57-6F-66-50-38-45-6D-74-59-56-37-4C-5
9-59-41-48-30-34-75-79-72-64-39-33-63-44-54-69-63-70
-49-50-44-77-47-48-41-61-56-48-53-6B-43-48-76-33-6E-
6D-62-49-44-46-5F-46-6B-32-5F-46-54-6F-46-79-45-42-4
3-31-6A-32-45-4F-55-74-67-7A-34-69-72-4F-45-31-4F-4F
-59-70-66-57-56-49-57-68-42-6C-30-7A-66-54-64-56-5F-
70-71-6E-53-38-53-54-39-6B-36-62-39-31-33-67-75-4E-5
0-76-62-7A-53-31-7A-62-59-43-7. 52-34-34-59-6C
-6B-41-7A-42-45-74-58-57-62-43- 52-78-4A-7A-63
-74-54-4B-66-4C-72-65-52-42-55-73-33-64-32-35-61-32-
74-48-49-5F-38-30-4B-6F-6F-46-42-71-44-6E-42-3
7-66-2D-42-33-55-55-65-34-64-42-70-62-35-38-31-46-4D
-2D-42-7A-69-69-51-57-63-58-7A-39-39-30-4B-79-47-35
-68-61-30-36-5F-55-53-63-78-64-69-55-4D-50-7A-78-51,
"zljpbljg2MzYwOTA2MDYwWODkwMiJdfQ.i6L9fRJSLN
ty9CnsdS6z5_6pJkH2PmmDQIrOjL_j6zGMnkma8Suh
F1w2tGwpt-en0YsUKpdhPOjaZ-ZUXZVuTRf2R983Sby
GkXVLPK1FLWofP8EmMtYV7LYYAHO4uyrd93cDTicpIPD
wGHAaVHSkCHv3nmbIDF_Fk2_FToFyEBC1j2EOUtgz4i
rOE100YpfWVIWhBIOzfTdV_pgnS8ST9k6b913guNPVvb
zS1zbYCsXwR44YIkAzBEtXWbC-DRxJzctTKfLreRBUs3
d25a2W2tHI_80KooFBqDnB7f-B3UUe4dBpb581FM-Bzi
iQWcXz990KyG5ha06_UScxdiUMPzxQ"

Unknown Characteristic

8ba5d3a6-b597-4ff7-ae8d-6a47b34c6d88
rties:

Figure 9: nRFConnect Token

2.5 Checking the logs

A slide from the left to the right displays the log screen.

It can be used to check the exchanges between the phone and the dongle.
As shown below the MTU size was updated to the limit 517 bytes.

The green logs are used to inform that the operation has succeeded.



Devices DISCONNECT ¢

MUNIC_11..3920902
BONDED ADVERTISER 94:B5:55:52:45:4A X

vice with address
2:45:4A connected
1 [Server] MTU changed to 517
4 Connected to 94:B5:55:52:45:4A
Connection parameters updated
(interval: 7.5ms, latency: 0, timeout:
5000ms)
115 Services discovered
3 Connection parameters updated
(interval: 47.5ms, latency: 0, timeout:
5000ms)
Data written to 8ba5d3a5-b597-4ff
e8d-6a47b34c6d88, value: (0x)
65-79-4A-68-62-47-63-69-4F-69-4A-53
-55-7A-49-31-4E-69-49-73-49-6E-52-35-6
3-43-49-36-49-6B-70-58-56-43-4A-39-2E
-65-79-4A-70-63-33-4D-69-4F-69-4A-74
35-70-59-79-35-70-62-79-49-73-
49-6D-56-34-63-43-49-36-4D-54-63-31-4
D-54-67-35-4D-44-51-79-4E-69-77-69-6
1-57-46-30-49-6A-6F-78-4E-7A-4D-77-
4D-6A-6B-77-4E-44-49-32-4C-43-4A-71-6
4-47-6B-69-4F-69-49-78-5A-6D-51-7A-4E-
6D-59-79-5A-53-31-6B-59-57-4A-6D-4C-5
4-51-32-4D-7A-45-74-59-6A-63-32-4E-69
-30-32-5A-6A-63-79-5A-47-5A-6C-4F-44-6
3-79-4E-7A-67-69-4C-43-4A-32-49-6A-6F-
78-4C-43-4A-68-64-58-68-66-61-57-51-69
-4F-69-49-78-4D-44-45-77-4D-54-41-34-4
D-7A-67-30-4D-44-45-32-4D-54-4D-31-4E-

0O B :

Figure 10: nRFConnect Log 1

Devices DISCONNECT ¢

MUNIC_11..3920902
BONDED ADVERTISER g 0=y oy X

/ER

Data written to 8ba5d3a6-b597-4ff
7-ae8d-6a47b34c6d88, value: (0x)
01

Figure 11: nRFConnect Log 2
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